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�Oอ a Q%'/>�@0%?Q 
�ค/@--?P%ค�'1อ ,?.�  ห-@.ค/@-/N@  �@/$ํ@/�R/O�@P�ค/@-1?&  (confidentiality)  ค/@-"C�!Oอ�

ค/&"O/%  (integrity)  O1>2,@**/Oอ-Q�O�@%  (availability)  �อ��Oอ-C12N/%&Bคค1  #?Q�%?Q  N*APอ'้อ��?%
�@/2C�ห@.  N�O@"@�  Q�O  N'1?P.%O'1�  O�OR�  ห/AอN'ิ N(.�Oอ-C12N/%&Bคค1P .'/@0�@�อํ@%@�ห/Aอ 
P .->�อ& 

��@/1>N-> �Oอ-C12N/%&Bคค1�  ห-@.ค/@-/N@  �@/1>N-> -@!/�@//?�1@ค/@--?P%ค�'1อ ,?. 
#?P#ํ@QหON�> �@/2C�ห@.  N�O@"@�  Q�O  N'1?P.%O'1�  O�OR�  ห/AอN'ิ N(.�Oอ-C12N/%&Bคค1P .'/@0�@� 
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P .'/@0�@�อํ@%@�ห/AอP .->�อ&  �@/�/>#ํ@ค/@-(> N�?P./�?&คอ-*>/N!อ/์  ,?.คB�ค@-#@�R�N&อ/์   
�Oอ(> *1@ &�*/Nอ�ห/AออB&?!>Nห!B  ห/AอNห!BอAP%Q  
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�Oอ-C12N/%&Bคค1#?PNห-@>2-  N*APอ'้อ��?%�@/2C�ห@.  N�O@"@�  Q�O  N'1?P.%O'1�  O�OR�  ห/AอN'ิ N(.
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(_) -@!/�@//?�1@ค/@--?P%ค�'1อ ,?. ?��1N@/  �>!Oอ�ค/อ&ค1B-�@/N�O&//&//-  Q�O   
O1>N'ิ N(.�Oอ-C12N/%&Bคค1  R-N/N@�Oอ-C12N/%&Bคค1 ?��1N@/�>อ.CNQ%/C'O&&Nอ�2@/ห/AอQ%/C'O&&
อ>N1O�#/อ%>�2์  ห/Aอ/C'O&&อAP%Q �O!@- 

(`) -@!/�@//?�1@ค/@--?P%ค�'1อ ,?. ?��1N@/  �>!Oอ�'/>�อ& O/.-@!/�@/N�>�อ�ค์�/  
(organizational  measures)  O1>-@!/�@/N�>�N#ค%>ค  (technical  measures)  #?PNห-@>2-  �@P�อ@�//-"@�
-@!/�@/#@��@.,@*  (physical  measures)  #?P�ํ@N'็% O/.  P .คํ@%@�"@�/> ?&ค/@-N2?P.�!@-1?�1�>
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#?PN�?P./�Oอ��?&�@/N�O&//&//-  Q�O  O1>N'ิ N(.�Oอ-C12N/%&Bคค1  N�N%  />&&O1>อB'�/�์�? N�O&�Oอ-C1
2N/%&Bคค1  Nค/APอ�คอ-*>/N!อ/์O-N�N@.  (servers)  Nค/APอ�คอ-*>/N!อ/์1C��N@.  (clients)  O1>อB'�/�์!N@� N   
#?PQ�O  />&&Nค/Aอ�N@.  �อ+!์O//์O1>Oอ'*1>Nค�?%  อ.N@�Nห-@>2-!@-/> ?&ค/@-N2?P.�  P .คํ@%@�"@�
ห1?��@/'้อ��?%N�>�1@�  (defense  in  depth)  #?Pค//'/>�อ& O/.-@!/�@/'้อ��?%ห1@.�?Q%  
(multiple  layers  of  security  controls)  N*APอ1 ค/@-N2?P.�Q%�/�?#?P-@!/�@/&@�-@!/�@/ 
-?�Oอ�ํ@�? Q%�@/'้อ��?%ค/@--?P%ค�'1อ ,?.Q%&@�2"@%�@/�์ 

(d) -@!/�@//?�1@ค/@--?P%ค�'1อ ,?. ?��1N@/  Q%2N/%#?P N�?P./�?&�@/N�O@"@�  Q�O  
N'1?P.%O'1�  O�OR�  1&  ห/AอN'ิ N(.�Oอ-C12N/%&Bคค1  อ.N@�%Oอ.!Oอ�'/>�อ& O/.�@/ ํ@N%>%�@/
 ?�!NอR'%?Qอ.N@�Nห-@>2-!@-/> ?&ค/@-N2?P.�  P .คํ@%@�"@�ค/@-�ํ@N'็%Q%�@/N�O@"@�O1>Q�O�@% 
!@-1?�1�>O1>/?!"B'/>2�ค์�อ��@/N�O&//&//-  Q�O  O1>N'ิ N(.�Oอ-C12N/%&Bคค1  �@//?�1@ 
ค/@--?P%ค�'1อ ,?.!@-/> ?&ค/@-N2?P.�  #/?*.@�/#?P!Oอ�Q�O  O1>ค/@-N'็%R'R OQ%�@/ ํ@N%>%�@/
'/>�อ&�?% 

 (�) �@/ค/&คB-�@/N�O@"@��Oอ-C12N/%&Bคค1O1>2N/%'/>�อ&�อ�/>&&2@/2%N#0 
#?P2ํ@ค?�  (access  control)  #?P-?�@/*>2C�%์O1>.A%.?%!?/!%  (identity  proofing  and  authentication)  
O1>�@/อ%B�@!ห/Aอ�@/�ํ@ห% 2>#$>Q%�@/N�O@"@�O1>Q�O�@%  (authorization)  #?PNห-@>2-  P .คํ@%@�"@�
ห1?��@/QหO2>#$>N#N@#?P�ํ@N'็%  (need-to-know  basis)  !@-ห1?��@/QหO2>#$>#?P%Oอ.#?P2B N#N@#?P�ํ@N'็%  
(principle  of  least  privilege) 

 (�) �@/&/>ห@/�? �@/�@/ N�O @"@ ��อ�(CO Q�O � @%   (user  access  management)   
#?P Nห-@>2-  �@P�อ@�//-"@��@/1�#>N&?.%O1>�@/"อ%2>#$>(CO Q�O�@%  (user  registration  and   
de-registration)  �@/�? �@/2>#$>�@/N�O@"@��อ�(COQ�O�@%  (user  access  provisioning)  �@/&/>ห@/�? �@/ 
2>#$>�@/N�O@"@�!@-2>#$>  (management  of  privileged  access  rights)  �@/&/>ห@/�? �@/�Oอ-C1ค/@-1?&
2ํ@ห/?&�@/*>2C�%์!?/!%�อ�(COQ�O�@%  (management  of  secret  authentication  information  of  
users)  �@/#&#/%2>#$>�@/N�O@"@��อ�(COQ�O�@%  (review  of  user  access  rights)  O1>�@/"อ "อ%
ห/Aอ'/?&'/B�2>#$>�@/N�O@"@�  (removal  or  adjustment  of  access  rights) 

 (ค) �@/�ํ@ห% ห%O@#?Pค/@-/?&(> �อ&�อ�(COQ�O�@%  (user  responsibilities)  N*APอ'้อ��?% 
�@/N�O@"@�  Q�O  N'1?P.%O'1�  O�OR�  1&  ห/AอN'ิ N(.�Oอ-C12N/%&Bคค1P .'/@0�@�อํ@%@�ห/AอP .->�อ&   
�@P�//-"@��/�?#?PN'็%�@/�/>#ํ@%อ�Nห%Aอ&#&@#ห%O@#?P#?PR O/?&-อ&ห-@.  !1อ �%�@/1?�1อ& 
#ํ@2ํ@N%@�Oอ-C12N/%&Bคค1P .'/@0�@�อํ@%@�ห/AอP .->�อ&  O1>�@/1?��P-.อB'�/�์�? N�O& 
ห/Aอ'/>-/1(1�Oอ-C12N/%&Bคค1 

 (�) �@/�? QหO-?/>$?�@/N*APอQหO2@-@/"!//�2อ&.Oอ%ห1?�N�?P./�?&�@/N�O@"@�  N'1?P.%O'1�  
O�OR�  ห/Aอ1&�Oอ-C12N/%&Bคค1  (audit  trails)  #?PNห-@>2-�?&/>$?�@/O1>2APอ#?PQ�OQ%�@/N�O&//&//-  Q�O  
ห/AอN'ิ N(.�Oอ-C12N/%&Bคค1 
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เลม   ๑๔๐ ตอนพิเศษ   ๓๐๙    ง ราชกิจจานุเบกษา ๘   ธันวาคม   ๒๕๖๖



(e) -@!/�@//?�1@ค/@--?P%ค�'1อ ,?. ?��1N@/  �>!Oอ�//-"@��@/2/O@�N2/>-ค/@-!/>ห%?�/CO
 O@%ค/@-2ํ@ค?��อ��@/คBO-ค/อ��Oอ-C12N/%&Bคค1O1>�@//?�1@ค/@--?P%ค�'1อ ,?.  (privacy  and  
security  awareness)  O1>�@/O�O�%P.&@.  O%/'�>&?!>  O1>-@!/�@/ O@%�@/คBO-ค/อ��Oอ-C12N/%&Bคค1
O1>�@//?�1@ค/@--?P%ค�'1อ ,?.�อ�(COค/&คB-�Oอ-C12N/%&Bคค1อ.N@�Nห-@>2-  QหO&Bค1@�/  *%?��@%  
1C��O@�  ห/Aอ&Bคค1อAP%#?PN'็%(COQ�O�@%  (user)  ห/AอN�?P./�Oอ��?&�@/N�O@"@�  N�O&//&//-  Q�O  N'1?P.%O'1�  
O�OR�  1&  ห/AอN'ิ N(.�Oอ-C12N/%&Bคค1  #/@&O1>"Aอ'�>&?!>  //-#?Q��/�?#?P-?�@/'/?&'/B�O�OR�%P.&@.  
O%/'�>&?!>  O1>-@!/�@/ ?��1N@/ O/.  P .คํ@%@�"@�1?�1�>O1>/?!"B'/>2�ค์�อ��@/N�O&//&//-  Q�O   
O1>N'ิ N(.�Oอ-C12N/%&Bคค1  /> ?&ค/@-N2?P.�  #/?*.@�/#?P!Oอ�Q�O  O1>ค/@-N'็%R'R OQ%�@/ ํ@N%>%�@/
'/>�อ&�?% 

(f) -@!/�@//?�1@ค/@--?P%ค�'1อ ,?. ?��1N@/  ค////-"@�-@!/�@/#?P#ํ@QหO�Oอ-C12N/%
&Bคค1N'็%�Oอ-C1#?PR-N2@-@/"/>&B!?/&Bคค1#?PN'็%N�O@�อ��Oอ-C12N/%&Bคค1R O  ห/Aอ-?�@/O)��Oอ-C1  
(pseudonymization)  N*APอ1 ค/@-N2?P.�Q%�@//>&B!?/&Bคค1#?PN'็%N�O@�อ��Oอ-C12N/%&Bคค1  ห/Aอ-?�@/
N�O@/ห?2�Oอ-C1  (encryption)  ห/Aอ-@!/�@/อAP%Q%1?�1�>N ?./�?%  อ.N@�Nห-@>2-!@-/> ?&ค/@-N2?P.�   
ห@�2@-@/"�/>#ํ@R O  P .คํ@%@�"@�'ั��?.#@�N#คP%P1.?  &/>&#  2,@*O/ 1Oอ-  -@!/�@%#?PN'็% 
#?P.อ-/?&2ํ@ห/?&ห%N/.�@%ห/Aอ�>��@/Q%'/>N,#ห/Aอ1?�1�>N ?./�?%ห/AอQ�1ONค?.��?%  1?�1�>O1> 
/?!"B'/>2�ค์�อ��@/N�O&//&//-  Q�O  O1>N'ิ N(.�Oอ-C12N/%&Bคค1  #/?*.@�/#?P!Oอ�Q�O  O1>ค/@-
N'็%R'R OQ%�@/ ํ@N%>%�@/'/>�อ&�?% 

�Oอ c (COค/&คB-�Oอ-C12N/%&Bคค1!Oอ�#&#/%-@!/�@//?�1@ค/@--?P%ค�'1อ ,?.!@-�Oอ  b  
N-APอ-?ค/@-�ํ@N'็%ห/AอN-APอN#คP%P1.?N'1?P.%O'1�R'N*APอQหO-?'/>2>#$>,@*Q%�@//?�1@ค/@--?P%ค�
'1อ ,?.#?PNห-@>2-  P .คํ@%@�"@�/> ?&ค/@-N2?P.�!@-'ั��?.#@�N#คP%P1.?  &/>&#  2,@*O/ 1Oอ-  
-@!/�@%#?PN'็%#?P.อ-/?&2ํ@ห/?&ห%N/.�@%ห/Aอ�>��@/Q%'/>N,#ห/Aอ1?�1�>N ?./�?%ห/AอQ�1ONค?.��?%  
1?�1�>O1>/?!"B'/>2�ค์�อ��@/N�O&//&//-  Q�O  O1>N'ิ N(.�Oอ-C12N/%&Bคค1  #/?*.@�/#?P!Oอ�Q�O  
O1>ค/@-N'็%R'R OQ%�@/ ํ@N%>%�@/'/>�อ&�?% 

N-APอ-?Nห!B�@/1>N-> �Oอ-C12N/%&Bคค1  QหO"Aอ/N@(COค/&คB-�Oอ-C12N/%&Bคค1-?ค/@-�ํ@N'็%!Oอ�#&#/%
-@!/�@//?�1@ค/@--?P%ค�'1อ ,?.!@-///คห%@P�  N/O%O!N�@/1>N->  ?��1N@/R-N-?ค/@-N2?P.�#?P�>-?
(1�/>#&!Nอ2>#$>O1>N2/?,@*�อ�&Bคค1 

�Oอ d Q%�/�?#?P(COค/&คB-�Oอ-C12N/%&Bคค1-?(CO'/>-/1(1�Oอ-C12N/%&Bคค1  ห/Aอ&Bคค1ห/Aอ
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